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1. Introduction
Data created and maintained at the University of Notre Dame is essential to the University’s business practices.  This Data Access Policy establishes uniform principles and identifies shared responsibilities within the community for assuring University Data as defined herein are secure, and handled appropriately.  This policy applies to all data that is essential to the operations of the University.
All campus units shall ensure that employees in respective areas know their responsibilities as defined in this policy.

2. Statement of Philosophy

In order to support the operational needs of the University, it is frequently necessary for University personnel to gain access to and to disclose information.  Generally speaking, access to and disclosure of institutional records are allowed on a need–to–know basis for legitimate University purposes only, consistent with University’s classification of the records.  The disclosure or non–disclosure of information by the University is often mandated by relevant laws and regulations, with which the University must comply.

3. Definitions of University Data
3.1 University Data - Data created or maintained by the University related to carrying out the University’s mission.  The University shall retain the right to assign the responsibilities for the management of all University Data, irrespective of where that data is maintained, or in what form (electronic, tangible, or otherwise).  This policy applies to all University Data, regardless of whether the data is created or maintained by specific administrative or academic units.

3.2 Examples of Exclusions - Notwithstanding exclusions, data maintained institutionally is considered University Data.  The following list represents examples of data not included in the definition of University Data:
3.2.1 Faculty research notes
3.2.2 Personal or private papers neither created nor received in connection with University business 

3.2.3 Lesson plans

3.2.4 Those materials specifically excluded from University ownership as set forth in the University’s Intellectual Property Policy. 

4. Data Ownership

4.1 Institutional Ownership – University Data is a University resource.  Although individual offices, departments, programs, or schools may have responsibilities for portions of University Data, the University itself retains ownership of and responsibility for the data. The University shall appoint Data Stewards to manage specific elements of University Data.  A group of the University’s appointed Data Stewards will comprise the Data Oversight Committee which, led by the University’s Chief Information Officer, is responsible for implementing this policy, as set forth below.
5. Three Categories of Data

The categories of University Data are differentiated principally by two factors: 1) who is permitted access and 2) by restrictions on handling, disclosure or use of the data.  University Data will be assigned to one of the three following categories:

5.1 Public – Information or data that may be freely accessed or disseminated at the discretion of the relevant University official.  Examples include: public relations news releases, directory information (that has not been otherwise restricted from public disclosure), general web sites, and academic publications.


5.2 Internal / Confidential – Information or data created or maintained by the University that, due to its nature, requires more control with respect to access or disclosure.  Internal information may be accessed by University personnel with a legitimate need-to-know, based on their role within the University, or as authorized by the relevant University official.  Internal information or data will normally not be disclosed outside the University or to those without a need-to-know.  Disclosure of Internal information or data outside the University will take place only with the advance authorization of the relevant University official, in consultation with the Office of General Counsel and other relevant departments within the University as necessary.  


5.3 Restricted – Information or data that, because of its highly sensitive nature or because of legal restrictions, requires strict control and very limited access and disclosure.  Restricted information or data may be accessed by University personnel with a legitimate need-to-know, based on their role within the University, and as authorized by the relevant University official.  Disclosure of Restricted information or data outside the University or to those not authorized by the relevant University official will normally not be allowed; however, any disclosure of Restricted information or data will be made only with the authorization of the relevant University official and approval by at least one Officer of the University, in consultation with the Office of General Counsel.
6. Data Stewards

6.1 Responsibilities - Data Steward responsibilities are central for maintaining University operations.  Data Stewards are responsible for ensuring the accuracy, integrity, and as appropriate, the confidentiality of University Data.  Data Stewards shall define access control principles and restrictions on use and handling for the data for which they are assigned responsibility, consistent with data categorization described in section 5.

7. Data Oversight Committee (DOC)

7.1 Responsibilities – The Data Oversight Committee shall be established to implement this policy.  Data Oversight Committee will be chaired by the Chief Information Officer and shall be comprised of Data Stewards, appointed by the University Officers’ Group.  DOC will be responsible for categorizing data according to this policy, for reviewing and recommending approval of local procedures, and for arbitrating disputes related to this Policy should they arise.  Appeals of decisions by the Data Oversight Committee can be made in writing to the Provost or Executive Vice President for further consideration.  
7.2 Local Procedures – All departmental units are responsible for developing local procedures consistent with this policy, and for submitting those procedures to the DOC for review and forwarding to the appropriate Officer(s) of the University for approval. The Data Oversight Committee, through the Data Stewards, will be responsible for ensuring the appropriate local procedures are developed.
7.3 University Archives – Transition of records from active to archival status shall be governed by procedures developed jointly by data stewards and the University Archives, and approved by the DOC and the appropriate Officers of the University.

7.4 Annual Report – Data Oversight Committee shall provide an annual report of accomplishments and summary of issues to the Officer’s Group.
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